WitiMas

Manual Configuracion Router

. Desde un ordenador que esté conectado ya a la red (en caso de que el ordenador
no esté conectado a la red, puede unirlo mediante un cable desde la tarjeta de red
de su ordenador a cualquier puerto naranja del router). Abrir el navegador de

Internet, y en la barra de direcciones borrar todo y poner 192.168.0.1 y
pulsar enter.
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450M Wireless N Router

10 tp-link Model No. TL-WR940N

- Nos pedira usuario y contraseila, que por defecto son admin en ambos casos
(todo minusculas).

& admin ‘

Teléfono de averias: 961 059 398
Email de averias: soporte(@wifimas.es
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- El aspecto que vera puede que coincida totalmente o puede sufrir alguna
variacion debido a que tenga una version diferente, a la que se he preparado el
manual.
- En primer lugar hay que comprobar en el apartado Network WAN, que posee

esta configuracion exactamente. Si1 debe realizar algun cambio, acuérdese de
pulsar el boton SAVE, e incluso en alguno casos el boton Reboot.
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Status
Quick Setup
e WAN WAN Help
Working Mode WAN Connectlon Type:
e If your ISP is running a DHCP server, select the Dynamic IP opton.
- Network _ WAN Connection Type: Static 1P Detect , , ,
: — If your ISP provides a stasc or fixed IP Address, Subnet Mask, Gateway and DNS setting.
- WAN select the Static IP option.
- MAC Cione ST ey If your ISP provides a PPPoE connection, select PPPoE/Russla PPPOE option.
-LAN . .
. If your ISP provides BigPond Cable (or Heart Beat Signal) connection, please select BlgPond
. IPTV Subnet Mask: 255.255.255.0 Cable option.
Wireless Default Gateway: 192.168.90.1 If your ISP provides L2TP connection, please select L2TP/Russla L2TP option.
Guest Network If your ISP provides PPTP connection, please select PPTP/Russla PPTP option.
DHCP MTU Size (in bytes): 1500  (The default is 1500, do not change unless necessary.) If you don't know how to choose the appropriate connection type, click the Detect button to

allow the Router to automatically search your Intemet connection for servers and protocols.
Forwarding The connection type will be reported when an active Intemet service is successfully detected
by the Router. This report is for your reference only. To make sure the connection type your

Security Primary DNS: 8.8.8.8 ISP provides, ptease refer to the ISP. The various types of Intemet connections that the Router
can detect are as follows:
Parental Control | Secondaiy DNS: 8.8.4.4 (Optional)
1 - o PPPoE/Russia PPPoE - Connections which use PPPOE that requires a userf name
Access Contf0| and DaSSwom_

o Dynamic {P - Connections which use dynamic |P address assignment.

Advanced Routing o Static IP - Connections which use static |P address assignment.

] Save
Bandwidth Control IP Address - Enter the IP address in dotted-decimal notation provided by your {SP.
IP & MAC Binding Subnet Mask - Enter the subnet Mask in dotted-decimal notation provided by your ISP.
Dynamic DNS Default Gateway - Enter the default gateway in dotted-decimal notation provided by your ISP.
IPv6 Support

MTU Size - The normal MTU (Maximum Transmission Unit) value for most Ethernet networks
System Tools s 1500 Bytes. For some ISPs, you may need to modify the MTU. But this is rarely required,
and should not be done unless you are sure it is necessary for your ISP connection.

Logout

Primary DNS - Enter the DNS IP address in dotted-decimal notation provided by your ISP.

Secondary ONS - Enter another DNS IP address in dotted-decimal notation provided by your
ISP.

Cick the Save button when you finish changing the settings.

- Posteriormente compruebe en el apartado Security Remote Management, que
posee esta configuracion exactamente. Si debe realizar algun cambio, acuérdese
de pulsar el boton SAVE, e incluso en alguno casos el boton Reboot.
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Status
Quick Setup
755 Remote Management Remote Management Help
Ty T This feature allows you to manage your Router from a remote location via the Intemet.
orking Mode
o Web Management Port - Web browser access nommalty uses the standard HTTP
Network Web Management Port; 1080 service port 80. This Router's default remote management web port number is 80. For
, greater security, you can change the remote management web port to a custom part by
Wireless Remote Management IP Address: 256.256.256.256 (Enter 255.255.255.255 for al) entering that number in the box provided. Choose a number between 1 and 65535 but
Guest Network do not use the number of any common sefvice port.

o Remote Management IP Address - This is the current address you will use when
DHCP accessing your Router from the Intemet. This function is disabled when the IP address

: is set to the default value of 0.0.0.0. To enable this function change 0.0.0.0 to a valid IP
address. If set to 255.255.255.255, then all the hosts can access the Router from
intemet.

Forwarding = 2

Seeuri't)f To access the Router, you should enter your Router's WAN IP address into your browsers

- Basic Secunty address (in |E) or location (in Netscape) box, followed by a colon and the custom port number

you set in the Web Management Port box. For example, if your Routers WAN address is

- Advanced Security 202.96.12.8 and you use poft number B08O, enter hitp://202.96.12.8:8080 in your browser. You

wil be asked for the Router’s password. After successfully entering the password, you wiil be
able to access the Router's web-based utility.

- Local Management
- Remote Management

Note:

Parental Control

Access Control

Advanced Routing

Bandwidth Control

IP & MAC Binding

Dynamic DNS

IPv6 Support

System Tools

Logout
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1. Some ports are commonly used for other services (Such as 21, 25, 110, 119, 139, 145
and 445). For secunty reasons, these ports will be restricted.

2. Be sure to change the Router's default password to a secure password.

J. If the web management port conflicts with the one used for a Virtual Server entry, the
enty witl be automalically disabled afier the setting is saved.




- Ahora compruebe en el apartado DHCP Settings.
Esta configuracion la tenemos que poner como muestra la imagen, si debe

realizar algin cambio, acuerdese de pulsar el boton SA VE, e incluso en alguno
casos el boton Reboot.
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450M Wireless N Router

10 tp-link Model No. TL-WRS40N

Status
Quick Setup .
e DHCP Settings DHCP Settings Help
. This device is set up by default as a DHCP (Dynamic Host Configuration Protocol) server,
Working Mode which provides the TCP/IP configuration for afl the PCs that are connected to this device in the
i LAN.
Network DHCP Seiver: ") Disable @ Enabie
. e DHCP Server - Enable or Dtsable the server. If you disabie the Server, you must have
Wireless Start IP Address: 192.168.0.100 another DHCP server within your network or else you must configure the IP address of
Gubst NeIWork the computer manually.
S 0 End IP Address: 192.168.0.199 o Start IP Address - This field specfies the first address in the IP Address pool.
. DHCP 192.168.0.100 is the default start IP address.
. ks’ Address Lease Time: 120  minutes (1~2880 minutes, the default value is 120 min) e End IP Address - This field specifies the last address in the IP Address pool.
- DHCP Settings 192.168.0.199 is the default end IP address.
. Default Gateway: 192.168.0.1 (Optional) o Address Lease Time - The Address Lease Time is the iength of time a network user
- DHCP Client List will be allowed to keep connecting to this device with the current DHCP Address. Enter
) Defauit Domain: (Optional) the amount of time, in minutes, that the DHCP address will be “leased”. The time range
- Address; Reservation is 1-2880 minutes. The defauit value is 120 minutes.
Forwarding Primary DNS: 8888 (Optional) o Default Gateway - (Optional) Suggest to input the IP Address of the LAN pon of this
device. The defauit value is 192.168.0.1.
Security Secondary DNS: 8.8.4.4 (Optional) e Default Domalin - (Optional) Input the domain name of your network.
e m— o Primary DNS - (Optional) Input the DNS P address provided by your ISP. Or consult
Parental Control . 8844 your ISP.
—— e Secondary DNS - (Optional) You can input the IP Address of another DNS server if
Access Control | Save 1 your ISP provides two DNS servers.
Advanced Routing Note: To use the DHCP server function of this device, you shouid configure aii computers in
: the LAN as "Obtain an |P Address automatically" mode. This function will take effect untt this
Bandwidth Control device reboots.
IP & MAC Binding Click Save 1o save the changes.
Dynamic DNS
IPv6 Support

System Tools

Logout

- Ahora compruebe en el apartado Wireless Settings. Aqui el nombre de la Red
(SSID) debe ser el que cada usuario haya establecido, asi como el Channel
también puede ser diferente (recomendamos dejarlo el Auto en el caso que tenga
problemas con la conexion inalambrica poner un canal f1j0). S1 debe realizar
algun cambio, acuérdese de pulsar el boton SAVE, e incluso en alguno casos el
botdn Reboot.
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Status
Quick Setup ] .
—rS Wireless Setfings Wireless Settings Help
- Note: The operating distance or range of your wireless connection varies significantly based
Working Mode on the physical piacement of the Router. For best resulis, place your Router.
Network Wireless Network Name: wifiMas-xxxx (Also called the SSID) ¢ Near the center of the area in which your wireless stations will operate.
[ — = ¢ In an elevated location such as a high shelf.
'»;_-_W_ S - e Away from the potential sources of interference. such as PCs, microwaves, and
K ; cordless phones.
RERES DA S Mode: 11bgn mixed B ¢ With the Antenna in the upright position.
- Wiraless Secunty - ) e Away from large metal surfaces.
| ) Channel Width: Auto B ) n . :
- Wireless MAC Filtering Note: Failure to follow these guidelines can result in significant performance degradation or
. inability to wirelessly connect 1o the Router.
e e R P Channel: Auto B ty y

! Wireless Network Name - Enter a value of up 10 32 characters. The same Name (SSID) must
" Wirsless Statistics be assigned 10 all wireless devices in your network.

Guest Network

Mode - Select transmission mode according 1o your wireless devices.

DHCP _ Enable Wireless Router Radio Channel Width - The bandwidth of the wireless channel.

Forwarding Enable SSID Broadcast Channel - This field determines which operating frequency will be used. It is not necessary 10

Security - change the wireless channel unless you notice interference problems with another nearby
Enable WDS Bridging access point. If you select auto, then AP will choose the best channel automatically.

Parental Control Enable Wireless Router Radlo - The wireless radio of the Router can be enabiled or disabled

Access Control to allow wireless stations access. If enabled, the wireless stations wili be able 1o access the
- Router. Otherwise, wireless stations will not be able to access the Router.

- Save !

Advanced Routing X
Enable SSID Broadcast - If you select the Enable SSID Broadcast checkbox, the wireless

Bandwidth Control router will broadcast its name (SS!D) on the air.

IP & MAC Binding Enable WDS Bridging - You can seiect this to enable WDS Bridging, with this function, the
Router can bridge two or more WLANs. NOTE: if this checkbox is selected, you had better

Dynamic DNS make sure lhe following settings are correct.

IPv6 Support SSID (to be bridged) - The SSID of the AP your Router is going to connect 1o as a client. You
can also use the survey function to select the SSID to join.

System Tools
BSSID (to be bridged) - The BSSID of the AP your Router is going 10 connect to as a client.

Logout You can also use the survey function to select the BSSID to join.

Survey - Click this button, you can search the AP which runs in the current channel.

WDS Mode - This field determines which WDS Mode will be used. It is not necessary 10
change the WDS Mode unless you notice network communication problems with foot AP. If
you select Auto, then Router will choose the appropriate WDS Mode automatically.

Key type - This option should be chosen according 10 the AP’s secunty configuraton. It is
recommended that the secunty type is the same as your AP’s security type

WEP Index - This option should be chosen if the key type is WEP {ASCII) or WEP (HEX).It
indicates the index of the WEP key.

Auth Type - This option should be chosen if the key type is WEP (ASCIl) or WEP (HEX).It
indicates the authonzation type of the Root AP.

Password - If the AP your Router is going 1o connect needs password, you need 1o fill the
password in this blank.
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- Ahora compruebe en el apartado Wireless Security

Aqui es donde se elige el tipo de contrasefia y la contrasefia (password).
Recomendamos seleccionar en apartado WPA/WPAZ2 - Personal la version y
encryption en modo automatico
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Status

Quick Setup
WPS | Wireless Security

Working Mode
Network

Disable Security

Wireless

- Wireless Setlings
- Wireless Securnty
- Wireiess MAC Filtering Verslon:
- Wireless Advanced Encryption:
- Wireless Statistics
Guest Network
DHCP

Forwarding

Wireless Password:

Group Key Update Perlod:

Security

Parental Control WPA/WPA2 - Enterprise

Access Control Versioo;
Advanced Routing Encryption:
Bandwidth Control Radius Server iP:
IP & MAC Binding Radius Port:
Dynamic DNS Radius Password:
IPv6 Support Group Key Update Perlod:
System Tools | WEP
Logout -
WEP Key Format:
Key Selected
Key 1: »
Key 2.
Key 3:
Key 4:

192.168.0.1

© WPA/WPA2 - Personal(Recommended)

WPA2-PSK B
AES B
XXXXXXXXXXXXXXXI
(You can enter ASCII characters between 8 and 63 or Hexadecima! characters between 8 and 64.)

0 Seconds

(Keep it default if you are not sure, minimum is 30, 0 means no update)

Automatéc_ B

Automatc

1812  (1-655385, 0 stands for default port 1812)

0 (in second, minimum is 30, 0 means no update)

Automatic B

Hexadecimal B

WEP Key Key Type

Disabled [
Disabied )
Disabied [
Disabled [

Save

Wireless Security Help

You can select one of the following security options:

e Disable Security - The \vireless security function can be enabled or disabled. If
disabled. the wireless stations wilt be able to connect this device without encryption. It
is recommended strongly that you choose one of following options to enable security.

o WPAJ/WPA2 - Personal - Select WPA based on pre-shared passphrase.

o WPA/WPA2 - Enterprise - Select WPA based on Radius Server.

e WEP - Select 802.11 WEP security.

Each security option has its own settings as described follows,
WPA/WPA2 - Personal
Verslon - You can seject one of following versions,
e Automatic - Select WPA-PSK or WPA2.PSK automatically based on the wireless
station's capability and request.
e WPA-PSK - Pre-shared key of WPA.
o WPA2-PSK - Pre-shared key of WPA2,
Encryption - You can select either Automatic, or TKIP or AES.

Wireless Password - You can enter ASCII or Hexadeclmal characters. For Hexadecimal, the
length should be between 8 and 64 characters; for ASCII, the length should be between 8 and
63 characters.

Group Key Update Period - Specify the group key update interval in seconds. The value can
be either 0 or atleast 30. Enter 0 to disabie the update.

WPA/WPA2 - Enterprise
Verslon - You can select one of following versions,
e Automatic - Select WPA or WPA2 automatically based on the wireless station’s
capability and request.
o WPA - Wi-Fi Protected Access.
o WPA2 - WPA version 2.
Encryptlon - You can select either Automatic, or TKIP or AES.
Radlus Server IP - Enter the IP address of the Radius Server.
Radlus Port - Enter the port that radius service used.
Radlus Password - Enter the password for the Radius Server.

Group Key Update Period - Specify the group key update interval in seconds. The value can
be either 0 or at least 30. Enter O to disable the update.

WEP
Type - You can select one of following types,

o Automatic - Select Shared Key or Open System authenication type automaticalty
based on the wireless station‘s capabliity and request.

o Shared Key - Select 802.11 Shared Key authentication.

o Open System - Seiect 802.11 Open System authenticatlon.

WEP Key Format - You can select ASCIl or Hexadecimal format. ASCIl Format stands for

anv ramhbinatinn nf kovhnard charartare in tho enacifiad lannth Havadarimal farmat ctanrte Ine .

En caso de cambiar la contrasefia, pero no cambia el SSID (nombre de la red),
seguramente no le permitirda conectarse al router de nuevo via wifi. Para poder
conectase por wifl, debera eliminar la conexion wifi con el nombre de la red (que es
la que guarda la contrasefia), y posteriormente darle a conectar (y se nos pedira la
contrasefia de nuevo). S1 no sabe esto donde se realiza, le aconsejamos que a la vez
que cambia la contrasefia, cambie el nombre de la red por uno nuevo, de este modo
el ordenador le pedira la contrasefia. S1 debe realizar algiin cambio, acuérdese de
pulsar el boton SAVE, e incluso en alguno casos el boton Reboot.
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